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SECURITY IS THE FOUNDATION OF DIGITAZATION
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ALL IS SECURE



... BUT HOW DOES
LOOK LIKE?



GERMANY:
CYBER
ARE REAL AND

A COMPANY IS ATTACKED

OF ALL CYBER ATTACKS ARE
DIRECTED AGAINST MID-SIZE
BUSINESS

DAMAGE OF THE GERMAN
ECONOMY PER YEAR



... LET’S HAVE A
LOOK ...



ATTACKS ON CRITICAL INFRASTRUCTURE ARE REAL!

SEP 2010 MAY 2015  DEC 2015 NOV 2016

Destruction of Complete 80.000 people 900.000 people Long-lasting

industrial plants exchange of IT without power without internet IT outtages
AT;:S::\SN ATTACK ON ATTACK ON BOTNET- RANSOMWARE

NUCLEAR GERMAN UKRAINIAN ATTACK ON ATTACK ON
PARLIAMENT POWER GRID HOME ROUTERS DESKTOP PCs

PROGRAM




COMMON ATTACKS ON CRITICAL INFRASTRUCTURE

AMOUNT OF ATTACKS WITHIN 5 MONTHS
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... LET’S TALK ABOUT
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CLASSICAL
HACKERS

FAME AND HONOR,
FUN AND GAMES

DEFACING WEBSITES,
REPORTING
VULNERABILITIES TO
THE PUBLIC, ...

ORGANISED
CRIME

FRAUD, BLACKMAIL,
MONEY LAUNDERING

WELL-ORGANIZED
GROUPS, WORLDWIDE
DISTRIBUTION, VAST
FUNDING AVAILABLE

PHISHING, DDOS,
SPAM, ...

HACKTIVISTS

EXPRESSING POLITICAL
OPINIONS

WELL-ORGANIZED
GROUPS, WORLDWIDE
DISTRIBUTION

DDOS, INFORMATION
LEAKAGE, ...

INTELLIGENCE
SERVICES

ESPIONAGE,
SABOTAGE

STATE-CONTROLLED,
“UNLIMITED”
FUNDING

TARGETED ATTACKS,
DDOS, ...



... HOW DO

WORK?



TIME SPENT FOR
PRE-ATTACK
RESEARCH

TIMETO
COMPROMISE DATA
AFTER BREAK-IN

TIME TO DISCOVER
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ATTACKS ON
ZERO DAY EXPLOITS RANSOMWARE AUTONOMOUS ATTACKS ON
Ol e FIRMWARE

90% OF CORPORATE NETWORKS ARE PROTECTED
BUT ONLY 10% OF INDUSTRIAL NETWORKS
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ATTACKS ON POWER/ ATTACKS ON SPEAR PHISHING & ATTACKS ON

PRODUCTION PLANTS
HEATING SYSTEMS CLOUD SERVICES FAKED IDENTITIES (SCADA SYSTEMS)
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PREPARED?



HAVE YOU EVER SEEN THAT?

Wana DecryptOr 2.0

Payment will be raised on
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Your files will be lost on
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Send $300 worth of bitcoin to this address:
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WANNACRY: ANATOMY OF A ZERO-DAY VULNERABILITY

SINCE2012 MARCH12™  APRIL MAY 12™ JUNE 27™
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THE ONLY ANSWER IS... TO PATCH!
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@ COST PRESSURE INCREASING ATTACK
SURFACE

MISSING SECURITY

® BY DESIGN

@ LACK OF EXPERTISE
@ COMPLEX PRODUCTS



IS
THE ?



COOPERATION BETWEEN INDUSTRY, RESEARCH AND POLITICS

RESPONSIBILITY DURING THE WHOLE DIGITAL SUPPLY CHAIN

EXCHANGE REGARDING VULNERABILITIES

CERTIFICATION & UPDATE REQUIREMENTS

PRODUCER’S LIABILITY
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